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With the many opportunities that an offshore team can provide, there are 
some unique challenges that come too. For VBP one consideration that is 
fundamental is our approach to and engagement with ideas and processes 
about compliance and Information security.

Fundamental to the provision of high-quality Team Members is the alignment 
of people, processes and knowledge. Core to achieving this is VBP’s 
commitment to establishing, measuring and improving the company’s core 
procedures and systems. To do this VBP has invested in a leading Compliance 
team, as well as in tools, applications and compliance certifications. VBP 
believes that strong compliance allows for decisions, actions and changes to 
happen faster as there is inherent confidence in the way in which decisions 
are made and changes applied.

At VBP, a strong Compliance and information security culture and supporting 
team, means we can move faster and with more confidence, particularly at 
times when things are uncertain or ambiguous.

Compliance is akin to knowing you have brakes when you are driving. It 
means we can confidently go faster. The backbone to navigating challenges 
to business continuity is our Compliance team and the philosophies that they 
help VBP embed in its decision making and planning.

A critical certification for VBP and key confidence for clients, and prospective 
clients alike, is the ISO 27001 certification. VBP has had this certification for 
over three years and in 2022 was recently recertified. This standard is focused 
on Information Security Management Systems. The ISMS standards are far-
reaching and ensure the technology and systems that VBP applies will protect 
the data of clients and their customers alike. VBP will continue to invest in 
enhancing our ISMS commitments and recognises that this certification is a 
proxy standard for any client considering engaging in offshore support.

The Executive team are active participants in many of the recurring 
compliance reviews, audits and recommendations. Continued investment in 
the Compliance team, its development, tools, capacity and capabilities will 
remain critical for VBP. This focus on VBPs compliance culture means that the 
company has been able to grow with confidence in both size and capabilities 
to meet the evolving demands of our clients and the opportunities that the 
coming years present.

Regards,

Shaun Nesbitt
Chief Information and Digital Officer
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INFORMATION SECURITY 
MANAGEMENT SYSTEM FAQs

VBP Management is committed to the control and security of all 
information. VBP invests in education, training, resources, and IT 
infrastructure provided to the team members to improve efficiency and 
ease of use, with emphasis on the security of information. 

The INFORMATION SECURITY MANAGEMENT SYSTEM (ISMS) is a 
systematic approach to managing sensitive company information so that it 
remains secure. This includes people, processes and IT systems by applying 
a risk management process. 

Below, are the frequently asked questions (FAQs) regarding our 
Information Security Management System:

Governance

What governance arrangements does the entity have in place to 
implement and maintain its information security plans and measures?

The information security of VBP is designed to comply with ISO/IEC 
27001:2022. This requires the organisation to be compliant with all the legal 
and other requirements applicable to the business. We emphasize the 
compliance of any regulatory requirement on data privacy and information 
security.

Standards

What standards, if any, does VBP comply with?

VBP’s information security is compliant with ISO/IEC 27001:2022. 
The ISMS risk assessment is structured to comply with ISO 31000:2018. 
The internal audit is designed to ensure compliance with ISO 19011:2018.

How does the entity determine which standards to adopt?

The top management chose to pursue the ISO/IEC 27001:2022 certification 
due to the nature of work and business the organisation has. VBP commits 
to protect all data and information.
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Access Control

What access controls are in place in VBP? 

Access to an organisation’s data and information is critical and can lead to 
an illicit admission and leakage of confidential information.

Good access control processes determine who will be granted access to 
particular resources and under controlled conditions.

We are managing the admittance of any Team Member to system and 
network resources by granting approval and restraining unauthorised access.

How is VBP managing the Access Rights of the Team Members? 

Access rights shall determine the level of access needed and the type of 
restrictions to be given to VBP Team Member depending on their roles and 
responsibilities, client requirements and specific tasks.

How do you control access to personal devices in the workplace 
(office)?  

VBP is not allowing all personally owned gadgets or mobile devices 
(phone, tablet, iPad USB, SD card, external hard drive and other 
gadgets with the same function) at the workstations to protect all client 
information. For unique circumstances, proper approval must be secured 
prior to using non-VBP devices for work. 

Access to mobile devices is limited to the use of multi-factor authenticators 
exclusively for work purposes. This is stated in our company policy.

How is VBP managing Team Member’s access to accounts?  

All team members are assigned with unique credentials to facilitate secure 
access to their work computers. 

Accounts are not accessible on non-VBP devices. Only individuals who 
have received approval, according to their specific roles, may access their 
accounts via personal devices. 

To maintain the security of our work environment, team members are 
required to lock their computers when leaving their desks, regardless 
of the duration of their absence. This protocol is emphasized during 
the ISMS Team Member onboarding process. Furthermore, to enhance 
security measures, computers are configured to automatically lock after 
a designated period of inactivity or when left unattended. In the event 
of multiple unsuccessful login attempts, user accounts will be locked for 
security purposes. Team members will need to reach out to VBP IT to have 
their user accounts unlocked.
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Encryption

What are the cryptographic controls of VBP? 

Encryption is a type of security that converts data, programs, and other 
information into unreadable code.

We understand and promote the confidentiality of information shared 
from or to the client. As best practice, we uphold minimum encryption 
requirements as stated in the cryptographic procedure. 

How do you manage passwords in VBP?

We use a designated password manager to provide a personal dashboard 
for deployment and management of passwords. All sensitive information 
is stored within the password manager and is encrypted using standard 
encryption. This ensures complete security and strong password 
generation for web and software applications.

For all accounts, a password shall be needed to meet the IT security 
requirements stated in our password management guidelines. 

All VBP team members must reset their passwords every 90 days. Automated 
password rules and policies have been deployed to all VBP equipment to 
enforce password expiration, prompting team members to comply.

How do you protect Files, Workstations, Databases, and Server?

We use a security feature to encrypt confidential files, workstations, 
databases, and servers with its default encryption algorithm. This ensures 
the integrity of the system and assists in securing team member's data on 
desktop and laptop computers. 

Do you protect your Network System?

We use a firewall, a network security system designed to prevent 
unauthorised access to/from a private network connected to the internet. 
All VBP data at rest is encrypted using the AES encryption standard.

How do you secure Emails and Messages?

We use an email application that encrypts emails and messages with 
encryption protocols and technologies including Transport Layer Security/
Secure Sockets Layer (TLS/SSL), Internet Protocol Security (IPSec), and 
Advanced Encryption Standard (AES). 

The messaging tools are encrypted using cryptographic keys only available 
to the team members and uses HTTPS for network environments. This 
ensures no third party can access these keys.
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How do you secure Websites and Software Applications? 

We ensure that the internal websites we use are secured with HyperText 
Transfer Protocol Secure (HTTPS). 

HTTPS is a standard technology to keep an internet connection secure 
and safeguards any sensitive data that is being sent between two systems, 
preventing an unauthorised person from reading and modifying any 
information transferred. It uses encryption to scramble data in transit, 
preventing hackers from reading it as it is sent over the connection.

VBP ensures that all installed software applications meet the minimum 
encryption standards. The IT Infra Team  identifies which software needs 
updates, while the IT Support Team is responsible for updating these 
software packages to maintain security.

Are there procedures governing the printing of documents containing 
personal information?

The data transfer is encrypted on the Terminal Server (TS) then sent and 
decrypted in the printer. 

Our VBP IT Team is responsible for monitoring printer updates and network 
security. 

Team members working directly with clients do not have access to printers, 
only a very limited number of support team members have access to 
printers.

Any VBP Team Member requiring access to the Network printer shall be 
approved first.  IT is required to configure the Team Member’s equipment in 
accordance with the approval given. Access to network printer is monitored 
and audited on regular period.

Software

Do you have measures in place to control software installations on 
Team Members’ assets? 

Team Members do not have the capability to install any applications in VBP 
Assets due to the technical control put in place to restrict any installations. 
Only IT team are allowed to install approved applications according to the 
Whitelist register.

For applications not on the whitelist, we follow a Software and Hardware 
Request Procedure. This procedure involves evaluating the requested 
software and obtaining a series of approvals before installing it on a team 
member’s asset.
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Backup

Do you have a documented procedure for backing up data? 

We have an established backup and restoration procedure. This is to 
minimise the risks associated with data loss by defining a sound backup 
regime for all centralised VBP data services. This will ensure the safety and 
security of IT system resources and supporting assets.

Are backups set up to run frequently?

There is different backup methods used for different data depending 
on the source of data and the information’s importance. An established 
schedule of backup is done by the IT outlined in the procedure. 

Does the entity review its backups to check that personal information 
that is no longer needed is deleted? How far back is data recoverable?

We tested backups to ensure they are recoverable for the past 7 days. VBP 
does not store personal information that is no longer needed. This is part of 
our policy.  

Are backups stored remotely to protect from natural disasters? 

All Data for VBP is backed up via Cloud and using multiple platforms.

Data Breaches

Is there a data breach response plan and does it flow logically from 
any broader information security plan?

We have an established Incident Response and Investigation Procedure 
for incidents that threatens the preservation of confidentiality, integrity, 
and availability of resources and information in compliant with the 
requirements of Notifiable Data Breach Privacy Act 1988 and RA 10173 Data 
Privacy Act of 2012. Information security incidents can cover a multitude of 
situations, but generally, they involve an adverse event that results or has 
the potential to result in the compromise, misuse or loss of VBP-owned 
information or assets.

Does the plan include a strategy to assess and contain breaches?

To determine the level of investigation required, we classify the incidents 
to enable the appropriate prioritisation of incident response and level of 
investigation. Incidents are rated following a level of risk, which is based 
on agreed criteria for assessing the consequence, likelihood, and impact of 
risk.  
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Are Team Members educated about the plan and how to respond to 
data breaches?

All Team Members have undergone ISMS Team Member Onboarding that 
includes a topic focusing on educating team members on responding to 
information security breaches. 

The RCRA Team along with the coordination of L&D Team, requires all 
tenured team members (six months and above) to complete the annual 
ISMS Refresher Course that will serve as their continuous awareness to the 
VBP’s ISMS Program and the best practices in the industry. This will ensure 
that all team members are aware of how to respond to any possible data 
breaches that might occur in the organization.

In addition to the annual ISMS refresher course, the RCRA Team releases 
quarterly ISMS advisory to give constant reminders to Team Members 
of the company’s ISMS policies and best practices in safeguarding the 
information assets of VBP. 

Does the plan enable team members to identify data breaches and 
require that breaches be reported?

All information security incidents are immediately reported after the 
team member is made aware of a potential or actual incident, and as per 
required by law. 

Once an incident has been positively identified, our Technology and RCRA 
teams shall work with affected team members to isolate the infected 
equipment to contain and prevent secondary threats, attacks on VBP 
systems.

Incidents may include but are not limited to:

• Suspected or actual disclosure, loss of information or inappropriate 
exposure of information to an unauthorised recipient

• Abnormal systematic attempt to compromise information
• Suspected or actual weakness in the safety net protecting 

information.

The compromised system or user account that is actively causing 
widespread problems or affecting the VBP network or computer shall be 
blocked immediately. Other immediate actions may include isolation of 
the equipment, removal from service or forensic analysis, if necessary. Our 
IT support group may recommend additional containment measures in 
addition to those outlined in this procedure.
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Does the plan outline clearly when affected individuals should be 
notified of breaches?

While isolated incidents may be resolved with minimal involvement 
outside IT Management, some incidents may require escalation to notify 
appropriate entities, obtain investigative information or assistance, and 
ensure an appropriate public response by the company. Four escalation 
levels are outlined as follows:

• Initial
• Department Level
• Company Level
• External

Does the plan include a strategy to identify and address any weaknesses 
in data handling/data security that contributed to the breach?

Every incident is investigated to identify the root cause. Then, risk 
assessment is conducted using the details derived from the investigation. 
Immediate and corrective action is established based on the identified 
root cause.  All recommendations and corrective actions identified shall 
be entered into the Corrective Actions Register, along with an identified 
responsible person to ensure completion and implementation of the 
corrective action plan.

The investigation is considered closed when all reports are completed, and 
evidence is documented and filed. The Management team will conduct the 
final review of the report and actions taken to form the recommendation 
from the investigation. This allows assessment of the investigation and 
identifies any potential improvements to investigation practices.

Information and Asset handling

How do you classify information in VBP?

Information and assets are classified regarding its value, legal 
requirements, sensitivity and criticality to VBP. If the information is subject 
to classification, it shall be classified upon creation by the document owner 
according to the following guidelines below and shall be re-classified when 
there is any significant change in content.

• Public - The information is specifically for public access. There is 
no adverse impact resulting from publication. (i.e website, article, 
research that has been released).

• Internal - The information is not for public access but rather for 
internal use within the organisation. Accidental or unauthorised 
access to the information could potentially lead to significant 
damage to the business reputation.
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• Confidential - The information is not for public access and restricted 
to a defined recipient. Accidental or unauthorised access to the 
information may result in serious reputational damage, financial and 
legal impact. 

All client data and information are classified as “Confidential”. If the 
classification is uncertain, it is advised to use the default category as 
“Confidential”.

How do you store information in a way that would not allow anyone 
other than the client and assigned team member to gain access?

The general principle is that we do not store data. Instead, Team Members 
securely access and work on our client's data where it is stored. Any 
information that might be held locally is typically Work in Progress (WIP) 
and only temporarily within a managed environment and/ or endpoint. 
For example, XPLAN requires local exportation to the desktop version of 
Word for Statement of Advice generation. Modern cloud suites, including 
Microsoft's cloud version of Word, do not support the legacy formatting 
coding or programing utilized by third parties eg. VBA and others.

VBP implements an auto-deletion policy on its equipment to ensure 
that no files are stored locally. This policy is executed on a regular basis to 
maintain data security and compliance. 

Physical Security

Is the area of operations secured? 

All entry points around VBP’s facilities were risk assessed including 
ceilings, walls and emergency exits to ensure a good degree of protection 
is in place and with no weak points. 

External doors are secured with a level of additional protection appropriate 
to the required security level with due consideration of applicable fire 
safety regulations. 

The secure area is designed in a way that sensitive information cannot be 
viewed from public areas. Screens that may contain sensitive information are 
positioned away from where unauthorised team members may view them.

Reception 

VBP has a defined reception area through which all access is controlled. 
The reception area is adequately manned when the VBP site is open and 
only authorised team members will be admitted. 
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Entry Controls for Visitors 

All visitors shall sign in at reception and record details of their identity and 
time of entry and departure including the signing of the Visitor’s Non-
Disclosure Agreement. Visitor access to the secured area is requested 
in advance, and such visitors should be supervised by authorised team 
members within VBP. 

Physical Barrier

CCTV cameras are installed within strategic locations to ensure team 
members’ safety and security by preventing crime, preventing team 
member’s misconduct and ensuring compliance with company policies 
and procedures. 

Radio Frequency Identification (RFID) devices are installed to prevent 
access without the correct level of authorisation. Tailgating is strictly 
prohibited.

All Team Members are required to wear a visible and current ID badge for 
identification. 

How do you have a public area, delivery area, and loading area? 

A separate delivery or holding area is provided and deliveries are inspected 
prior to them being accepted in the secured area. The area is designed 
such that deliveries and outgoing items are not stored in the same place. 

Delivery personnel are accompanied by an authorised Team Member 
should there be a need for them to get in.

Regular monitoring and review

Does VBP regularly monitor and review the operation and 
effectiveness of its information security measures?

VBP has established a range of metrics to measure and evaluate how well 
the ISMS is performing. The specific plans to achieve each objective and 
key performance indicators are established in the Objectives and Targets 
Register.

We also conduct internal audits to evaluate the effectiveness of our ISMS. 
Apart from that, we also undergo an annual external audit to maintain our 
certification to ISO/IEC 27001. 
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Change management

How are the changes being handled by the organisation?

Changes in the organisation shall be identified based on the needs of the 
business. Whenever a need for change is identified, a change owner shall 
be appointed. Those affected by the change shall be identified, recorded 
and notified of the proposed change by the change owner. Any changes 
within the organisation shall undergo a review and approval process. 

Do you conduct a risk assessment prior to conducting a change within 
the organisation? 

Yes, the change owner shall ensure that a risk assessment is conducted 
considering the nature, timescale, and scope of the change.

The risk assessment shall consider the impact of the change before, during 
and after the change and include consideration of the potential for:

• Threat Operation 
• Damage to equipment
• Loss of data information
• Adverse effects to the process being changed, any upstream and 

downstream processes and any supporting processes
• Business Strategy
• Financial Impact
• Process
• People and Culture

Consideration needs to be given to the technical merits of undertaking the 
change. Where appropriate, the change owner shall ensure the proposed 
change is reviewed and approved by the Subject Matter Expert from a 
technical perspective. Relevant VBP Stakeholders shall be consulted to 
assess and scope out possible impact areas. The controls and technical 
review outcomes are to be recorded.

Screening and Training

Do you perform the appropriate background and verifications checks 
prior to hiring a potential Team Member?

Pre-employment screening is undertaken by VBP and includes reference 
check, character check, NBI clearance requirement (which is equivalent to 
a police certificate in the AUS) or working with children check if required, 
pre-employment medical and fitness for work evaluation as required. 
Copies of relevant certificates confirming qualifications should also be 
obtained from candidates prior to an offer of employment.
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Is education/training given to provide team members with an 
awareness of information security? How often is this education given? 
Is the training targeted to specific audiences? 

VBP provides ongoing education about information security to all Team 
Members. New Team Members are required to finish information security 
training upon starting. They need to complete and pass our online learning 
management systems courses on privacy and information security. During 
the new hire ISMS Team Member Onboarding, their immediate head walks 
them through and explains the company policies relating to privacy and 
information security. 

Tenured Team Members are enrolled in an online course at least annually. 
In addition, frequent information security reminders are cascaded via 
email monthly. 

Risks

How do you track and manage your information security risks? Do you 
use a specific framework?

The ISMS Risk Assessment provides the foundation of the VBP Information 
Security Management System. This outlines the Information assets, the 
source of potential risks, vulnerabilities and information security scenarios 
and impacts to the organisation and the lists of controls required to 
mitigate the potential risks that VBP is exposed to. 

The ISMS risk assessment is structured to comply with ISO 27001:2022 and 
ISO 31000:2018. VBP management and key team members have been 
involved with its development. 

VBP’s risk assessment is reviewed and evaluated annually.

How do you identify and monitor potential security incidents?

Our IT Team is tasked with the comprehensive management of all 
endpoints. The deployment of our automated policy enables the team to 
proactively monitor and mitigate potential risks, threats, vulnerabilities, 
and general issues, ensuring robust security and optimal performance.

All relevant stakeholders are notified when warnings are triggered, 
allowing us to address these issues quickly and effectively before they 
escalate.

When an alert is triggered, it is sent to our IT ticketing system, 
automatically converted into a ticket, and assigned to the IT Infra team 
with a designated priority level. They are then responsible for actively 
monitoring and resolving the incident
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What is currently being done to protect your IT environment against 
known and unknown vulnerabilities? 

We have a proactive maintenance program that includes daily for patching 
all systems, remediating known vulnerabilities and mitigating threats.

     The vulnerability of VBP’s ISMS is being managed by ensuring the 
maintenance of all relevant information about VBP’s information assets, 
like software manufacturer, software version, where the software is 
installed, and who is responsible for each piece of software.

Do you have any detailed incident management procedures including 
response and recovery? 

VBP has an established incident response and investigation procedure. 
This provides VBP with a framework for the IT incident handling process, 
which threatens the preservation of confidentiality, integrity, and 
availability of resources and information.

VBP has put in place a number of technical measures to safeguard the 
data and information it owns. This includes technical security, physical 
building and office security to procedural requirements for safe handling 
and storage of information.

A Business Continuity Plan has been established to manage the recovery 
of critical business functions in managing and supporting business 
recovery in the event of business disruption.

Hybrid Work Arrangement

Hybrid work has transformed the way many people work. In line with that, 
VBP has developed and used a diverse network setup and information 
security protocols to accommodate flexible working arrangements to 
provide Team Members the ability to work remotely.

Below are a few of the many setups we have integrated to ensure that 
VBP’s Information Security Management System is still being upheld and 
replicated with Team Members under the Hybrid Work Arrangement.

How do you ensure team members remain alert and attentive to 
Information Security as there may be more spam email (e.g. phishing 
attempts) at this time? 

All team members are required to complete mandatory ISMS onboarding 
training to ensure they understand VBP’s key information security 
policies and practices. This training covers the proper handling of client 
information and the appropriate response during a cyber incident.
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In addition, all tenured team members receive an annual ISMS refresher 
to reinforce their knowledge of VBP’s policies and practices. This includes 
updates on industry best practices, particularly in data handling, 
preventing cyber incidents, and responding effectively to potential cyber-
attacks.

What if a Team Member’s device  is stolen?   

If a desktop (mini PC) or laptop is stolen, the equipment is protected by 
hard drive encryption so that neither the drive nor any data on it can be 
accessed.

The only thing that the thief could do is reformat the hard drive and in so 
doing erase anything that was on it. The data would be gone other than 
the backups on VBP servers.

Is the team member’s computer still protected against viruses, 
malware, or other attacks?

Yes, all VBP-issued equipment, including desktop (mini-PC) and laptops, 
are equipped with the same antivirus / endpoint / firewall protection 
software as when the team is in the office.

Are there procedures governing the printing of documents containing 
personal information?

To print, Team Members will require drivers to be installed and an 
administration access. So, unless authorised, printing or production of any 
information is not possible.

Can Team Members use web-based applications via their computer 
while working from home?

All websites accessed by team members are subject to scanning through 
our web filtering platform. Websites or web applications that do not meet 
established security standards are automatically blocked to ensure the 
safety and integrity of our systems.

If a team member encounters a blocked site that is essential for the 
completion of their tasks, a formal approval process must be followed to 
request access.

Please note that default restrictions remain in place for certain categories, 
including Gaming and Pornography.

Is there a Work from Home Security Matrix available that illustrates 
the extension of Policy and Security measures to the Work from Home 
setup?

Yes, the Work from Home Security Matrix is available upon request to VBP.   
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How is data encrypted on the Team Member’s computer?

VBP employs a security feature to encrypt hard drives, ensuring that any 
files on them cannot be accessed without the encryption. This measure 
secures data on desktop (mini-PC) and laptop computers, maintaining 
system integrity.

The encryption process requires team members to input multilevel log-ins 
when accessing their computers.

How do you manage passwords working from home?

VBP uses the same password management software when team members 
are WFH, as we do when the team members are in the office.

Further, there is a personal dashboard for the deployment and 
management of passwords. All sensitive information stored in the 
password manager is encrypted to ensure complete security and strong 
password generation for web and software applications.

For all accounts, a password shall be needed to meet the IT security 
requirements stated under VBP’s password management policy.

Do you have a documented procedure for backing up data while Team 
Members are working from home?

VBP has an established backup and restoration procedure. This is to 
minimise the risks associated with data loss by defining a backup regime 
for all centralised VBP data services. This will ensure the safety and security 
of IT system resources and supporting assets.

All VBP data is backed up using cloud services and multiple platforms to 
provide redundancy. Various backup methods are employed depending on 
the data source and the importance of the information. The IT department 
follows an established backup schedule outlined in the procedure.

All data adheres to recoverable retention requirements, and any data 
stored in the VBP network is also backed up in physical storage.

Can Team Members access the USB ports when they are WFH?

Access to USB ports remains disabled for data devices, similar to the policy 
in place when team members are working from the office. USB ports are 
configured to only allow peripheral devices. 

If a data device is detected and inserted, our security measures 
automatically block access to it.
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Can Team Members install any software they want into their computer 
while working from home?

No, software installation requires an administrator password, just as it does 
in the office.

Software installation still follows the existing procedure and must undergo 
an approval and testing process.

Are there any Physical Security controls in place? 

The physical security for WFH and WFP team members is, as can be 
expected, different to the VBP office.

While we do not have physical security controls in the homes of team 
members, as we have in the office (biometrics, CCTV, etc.), we nonetheless 
have protections in terms of:

• Theft – If a computer were to, for example, be stolen, this is a 
financial risk that is borne by VBP.

• Data – If a device was stolen or a third party sought to access it, we 
have encryption in place so the data is protected and could not be 
accessed.

In addition, we are directing team members to follow Standard Operating 
Procedures (SOPs) on how to protect data at work while they are working 
from home. This is stated in our Work from Home Policy.
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